The assessment of fundamental properties for economic and financial systems, such as systemic risk, is systematically hindered by privacy issues-that put severe limitations on the available information. Here we introduce a novel method to reconstruct partially-accessible networked systems of this kind. The method is based on the knowledge of the fitnesses, i.e., intrinsic node-specific properties, and of the number of connections of only a limited subset of nodes. Such information is used to calibrate a configuration model which can generate ensembles of networks intended to represent the real system, so that the real network properties can be estimated within the generated ensemble in terms of mean values of the observables. Here we focus on estimating those properties that are commonly used to measure systemic risk, i.e., the network resilience to shock and crashes. Tests on both artificial and empirical networks shows that the method is remarkably robust with respect to the limitedness of the information available, thus representing a valuable tool for gaining insights on privacy-protected economic and financial systems.
I. INTRODUCTION
The estimation of the statistical properties of a complex network when the available information on the system is incomplete represents an unsolved challenge [1, 2] , yet it has many important applications. A most typical case is that of financial systems, where nodes represent financial institutions and edges stand for financial ties (e.g., loans or derivative contracts)-the latter indicating dependencies among institutions that allow for the propagation of financial distress across the network. The resilience of the system to the default or the distress of one or more institutions depends on the topology of the whole network [3, 4] ; in turn, because of confidentiality issues, the information on mutual exposures that regulators are able to collect is very limited [5] . Systemic risk analysis has been typically pursued by reconstructing the unknown links of the network using maximum entropy approaches [6] [7] [8] . These methods are also known as "dense reconstruction" techniques because they assume that the network is fully connected-an hypothesis that represents their strongest limitation. In fact, not only real networks show a largely heterogeneous distribution of the connectivity, but such dense reconstruction was shown to lead to systemic risk underestimation [2, 8] . More refined techniques like "sparse reconstruction" algorithms [2] allow to obtain a network with arbitrary heterogeneity, however they still underestimate systemic risk because of the homogeneity principle used to assign link weights. A more recent, bootstrap-based approach [9, 10] instead uses the limited information on the network to reconstruct in order to generate an ensemble of networks * giulio.cimini@roma1.infn.it using the configuration model (CM) [11] -where, however, the Lagrange multipliers that define it are replaced by fitnesses, i.e. known intrinsic node-specific features [12] . The mean values of the observables computed on such ensemble are then used as estimates for the real network properties. The latter approach overcomes the heterogeneity issue described above, yet it only allows to reconstruct systems in which each tie is mutual and unweighted. This is in contrast with the real structure of economic and financial systems, whose ties are often asymmetric and carry heterogeneous weights.
In order to have a method which is appropriate for these kind of systems, here we develop an improved bootstrapping procedure that allows to reconstruct directed networks, and implement a simple prescription to assign link weights. Our method can thus be employed specifically for systemic risk estimation, i.e., we can assess those topological properties that have been shown to play an important role in contagion processes and in the propagation of distress over a network: the k-core structure [13] , the percolation threshold [14] , the average shortest path length [15] and the DebtRank [4] . In particular, we study how the accuracy of the method depends upon the size of the subset of nodes for which the information is available. Validation of the method is carried out on benchmark synthetic networks generated through the fitness model [12] as well as on two representative empirical systems. In both cases, we have full information on these systems and we can thus unambiguously assess the accuracy of the method in describing them.
II. METHOD
Our network reconstruction method works as follows. Suppose to have incomplete information about the topol-ogy of a given network G 0 . In particular, suppose to have the knowledge of the number of incoming connections (the in-degree sequence {k in i } i∈I ) and of the number of outgoing connections (the out-degree sequence {k out i } i∈I ) only for a subset I ⊂ V of the nodes (where |I| = n < N , and N = |V | is the total number of nodes). Moreover, suppose to know a pair of intrinsic properties {χ i } i∈V and {ψ i } i∈V for all the nodes-that will be our fitnesses (see Sec.III below). The method then involves a statistical bootstrapping procedure to find the most probable estimate of the value X(G 0 ) of a topological property X computed on the network G 0 , compatible with the aforementioned constraints. We build on two important hypotheses.
I) The network G 0 is drawn from an ensemble Ω induced by a directed CM [16] -meaning that Ω is a set of networks that are maximally random, except for the ensemble averages of the in/out-degrees { k [11] . The directed CM prescribes that the probability distribution over Ω is defined via a set of Lagrange multipliers {x i , y i } (two for each node), whose values can be adjusted in order to satisfy the equivalence k [16] . The value of x i (y i ) is thus induced by the in-(out-)degree of node i. The role of {x i , y i } in controlling the topology is better clarified by defining the ensemble probability for a directed connection between any two nodes i and j [11] :
so that x i (y i ) quantifies the ability of node i to receive incoming (form outgoing) connections.
II) The intrinsic properties (fitnesses) {χ i } and {ψ i } are assumed to be proportional, respectively, to the indegree-induced and out-degree-induced Lagrange multipliers {x i } and {y i } through universal (unknown) parameters α and β: x i ≡ √ αχ i and y i ≡ √ βψ i , ∀i. Therefore eq. (1) becomes:
where we have defined z ≡ √ αβ. Such hypothesis is inspired by the so-called fitness or hidden-variables model [12] , which assumes the network topology to be determined by intrinsic properties associated with each node of the network. This approach has been used in the past to model several empirical economic and financial networks [17] [18] [19] . Note that while fitnesses can be or not topological properties, yet they have already been used within the CM framework provided an assumed connection between them and the Lagrange multipliers [18] .
These two hypothesis allow us to map the problem of evaluating X(G 0 ) into the one of choosing the optimal CM ensemble Ω induced by the fitnesses {χ i } i∈V and {ψ i } i∈V , that is compatible with the constraints on G 0 -given by the knowledge of {k in i } i∈I and {k out i } i∈I . In other words, the question to address is what ensemble Ω is the most appropriate to extract the real network G 0 from, given that we know only partial information.
Once Ω is determined (it is univocally defined by the set {x i , y i }, and thus by the set {χ i , ψ i }), statistical mechanics of networks prescribes [11] that the quantity X(G 0 ) typically varies in the range X Ω ± σ Ω X , where X Ω and σ Ω X are respectively average and standard deviation of property X estimated over Ω. We can thus use X Ω as a good estimation for X(G 0 ). In practice, since we know the rescaled fitness values {χ i , ψ i }, the problem becomes equivalent to that of finding the most likely value of z that defines Ω according to eq. (2). The partial knowledge of the degree sequences can be used to estimate the appropriate value of z through a maximum-likelihood argument [19] , i.e., by comparing, for the nodes in the set I, the average number of incoming and outgoing connections in the ensemble Ω with their in-degrees and outdegrees observed in G 0 :
In the above expression, k (2), and since {χ i , ψ i } i∈V and {k Summing up, the algorithm works as follows. Given a network G 0 , the knowledge of two fitnesses {χ i , ψ i } for all the N nodes, and the knowledge of the in-degrees and out-degrees only for a subset I of |I| = n < N nodes:
• we compute the sum of the in-degrees and outdegrees of the nodes in I ( i∈I k
) and use it together with the fitnesses {χ i , ψ i } to obtain the value of z by solving eq. (3);
• using such estimated z and the fitnesses {χ i , ψ i }, we generate the ensemble Ω by placing a directed link from a given node i to a given node j with probability p i→j of eq. (2);
• we compute the estimate of X(G 0 ) as X Ω ± σ Ω X , either analytically or numerically.
Finally, in order to generate weighted topologies, we assign a weight w i→j on the directed link from i to j according to the gravity model [20] :
where W := i∈V χ i ≡ i∈V ψ i . Note that this approach leads to a natural interpretation of the fitnesses χ and ψ as node total in-strengths s in and outstrengths s out , respectively:
III. EMPIRICAL DATASET
In order to test our network reconstruction method, we use two representative empirical systems of economic and financial nature. The first one is the international trade network of the World Trade Web [21] , i.e., the network whose nodes are the countries and links represent trade volumes between them [22] : thus, w i→j is the monetary flux from country i to country j (the "amount" of the export from j to i). The second one is the (E-mid) Italian interbank money market [17] : in this case, the nodes are the banks and a link w i→j from bank i to bank j represents the amount of the loan that i granted to j [23] . These datasets are particularly suited for our study, as the fitnesses {χ} and {ψ} can be naturally identified with node in-strengths and out-strengths respectively, i.e., with the total import/export volumes of countries for WTW, and with the total liquidity banks borrow/lend for E-mid.
Note that despite these systems possess the structure of weighted directed networks, in what follows we will also make use of quantities related to their binary counterparts. Thus we introduce the binary directed adjacency matrix-whose elements a i→j are obtained through a i→j ≡ Θ = j a i→j . We also build the binary undirected adjacency matrix, whose elements a ij ≡ Θ[w i→j + w j→i ] allow to define the undirected degree k i = j a ij .
IV. TOPOLOGICAL PROPERTIES
As stated in the introduction, we will test our network reconstruction method focusing on the network properties (each playing the role of X in the discussion of Sec.II) which are commonly regarded as the most significant for describing the network resilience to systemic shocks and crashes. We first consider two properties defined for binary undirected networks [24]:
• Degree of the main core k main and size of the main core S main , where a k-core is defined as the "largest subgraph whose nodes have at least k connections" (within this subgraph), and the main core is the kcore with the highest possible degree (k main ) [25] . The main core is relevant to our analysis as it consists of the most influential spreads (of, e.g., an infection or a shock) in a network [13] .
• Size of the giant component S GC at the bond Percolation threshold p
, where bond percolation is the process of occupying each link of the network with probability p, and p * is the critical value of p such that a percolation cluster containing a finite fraction of all nodes first occurs [14] . Note that a bond percolation process can be mapped into a SIR model with infection rate β and uniform infection time τ . In fact, by defining the trasmissibility T = 1 − e −τ β as the probability that the infection will be transmitted from an infected node to a susceptible neighbor before recovery takes place, the set of nodes reached by a SIR epidemic outbreak originated from a single node is equivalent to the cluster of the bond percolation problem (with p ≡ T ) the initial node belongs to [27] .
We then move to properties of binary directed graphs:
• Link reciprocity r, i.e., the tendency of node pairs to form mutual connections between each other. It is defined as the ratio of bidirected links over the total number of network connections: r = ( ij a i→j a j→i )( ij a i→j ). Reciprocity is related to systemic risk by giving a measure of direct mutual exposure among nodes.
• Average shortest path length λ [15] , where the shortest path length λ i→j from node i to node j is the minimum number of links required to connect i to j (following link directions), and λ = N (N − 1)/( i =j λ −1 i→j ) [28] . This quantity measures the number of steps that are required on average for a signal or a shock to propagate between two nodes of the network.
• The Group DebtRank DR [4] , a measure of the total economic value in the network that is potentially affected by a small distress on all nodes (amounting to 0 < Φ < 1). In a nutshell, DR is based on computing the recursive impact (i.e., the reverberation on the network) of the initial distress, and is defined as:
where h * i is the final amount of distress on i (h 0 i = Φ) and ν i is the relative economic value of i. Details on how to compute DR can be found in [4] .
V. RESULTS I
When testing our network reconstruction procedure it is important to keep in mind that the method is subject to two different kind of errors. The first one comes from the assumption that the node fitnesses {χ, ψ} are proportional to the CM's Lagrange multipliers {x, y}. The second one is instead due to the limited information available for calibrating the fitness-induced CM-namely, the partial knowledge of the in-degree and out-degree sequences. In this section we deal with the first source of mistakes.
Indeed, real networks are not perfect realizations of a fitness-induced CM and can only be approximated by it (even knowing the whole degree sequences) [19] . In order to assess qualitatively how well such CM describes the real network G 0 (i.e., the validity of the hypothesis x i ≡ √ αχ i and y i ≡ √ βψ i , ∀i) one can compare the observed in-degrees and out-degrees of G 0 with their ensemble averages k in i Ω and k out i Ω . The latter are obtained through eq. (2) for a fully informed CM, i.e., with the value of z computed via eq. (3) using the knowledge of in-and out-degrees for all nodes. Figure 1 shows a remarkable agreement between these quantities for our representative empirical networks: the real degrees are scattered around the functional form of their expected values. The amount of deviations from perfect correlation (which would correspond to an actual realization of a fitness-induced CM) gives an indication of how well our CM describes the real network.
In the following, in order to have a quantitative global assessments of this first kind of errors, we will test our network reconstruction method both on real networks and on benchmark synthetic networks numerically generated with a fitness-induced, fully informed CM through eq. (2). In the latter case, the error made by the method will be due only to the limited information available about the degree sequences. It is then interesting to check whether the synthetic networks generated in this way are equivalent to the real networks in term of systemic risk. Figure 2 shows that bond percolation properties, shortest path length distribution and DebtRank values of synthetic networks are in excellent agreement with those of their real counterparts. Fitness-induced CM is thus a proper framework to model our empirical networks.
VI. RESULTS II
In this section we finally proceed to the key testing of the method against the second (and more relevant) source of errors: the limitedness of the information available on the degree sequences for calibrating the fitnessinduced CM. In order to obtain a quantitative estimation of the method's effectiveness in reconstructing a topological property X of a given a network G 0 (which can be either the real one or its synthetic version), we implement a procedure consisting in the following operative steps:
• Choose a value of n < N (the number of nodes for which the in-and out-degrees are known).
• Build a set of M = 100 subsets {I α } M α=1 of n nodes picked at random from G 0 .
• For each subset I α , use the relative degree sequences from G 0 to evaluate z from eq. (3). Name this value z α and use it to build the ensemble Ω(z α ).
• Use the linking probabilities from eq. (2) to generate m = 100 networks from Ω(z α ); for each of them, compute the value X α of property X. • Compute the relative root mean square error (rRMSE) of property X over the subsets {I α }:
where X(G 0 ) is the value of X measured on G 0 .
We then study how the rRMSE for the various network properties we consider varies as a function of the size n of the subset of nodes used to calibrate the fitness-induced CM (i.e., for which in-and out-degree information is available). Results are shown in Fig. 3 . We observe that in all cases there is a rapid decrease of the relative error as the number of nodes n used to reconstruct the topology increases. This is an indication of the goodness of the estimation provided by our method. As expected, the rRMSE is higher for real networks than for synthetic networks, and the difference between the two respective curves gives a quantitative estimation of the error made in modeling real networks with the fitnessinduced CM [29] . The fact that such difference is higher for E-mid than for WTW is directly related to a slightly better correlation between real and expected degrees observed in the latter case (recall Figure 1) . Generally, S GC , λ, k main and S main are the properties which are reconstructed better: for instance, with the knowledge of only 10% of the nodes, all the relative errors become smaller than 10%. The rRMSE for r and DR show instead a behavior almost flat in n. The fact that the rRMSE for r computed for real networks stays relatively high is probably due to the fact that reciprocity is difficult to reproduce via a directed CM, and is better suited as additional imposed constraint [30] . The rRMSE for DR is instead remarkably small for real networks (especially for WTW), and we can thus conclude that our method is efficient in estimating DR also when the available information is minimal. This is particularly relevant in the view of the fact that we are estimating DR at its maximum (and thus mostly fluctuating) value. Besides, and more importantly, the value of DR for the real network is computed using the original weighted topology, whereas, the computation of DR in the reconstructed network builds on link weights obtained by the simple gravity model of eq. (4). In conclusion, the outcome of this analysis is that our network reconstruction method is able to estimate the network properties related to systemic risk with good approximation, by using the information on the number of connections of a relatively small fraction of nodes-as long as the fitnesses of all nodes is known.
VII. CONCLUSIONS
In this paper we studied a novel bootstrapping-based method that allows to reconstruct a directed weighted network and estimate its topological properties by using only partial information about its connection patterns, as well as two additional intrinsic properties (interpreted as fitnesses) associated to each node. Tests on empirical networks as well as on synthetic networks generated through a fitness-induced CM reveals that the method is highly valuable in overcoming the lack of topological information that often hinders the estimation of systemic risk in economic and financial systems. Indeed, the information exploited by the method is minimal but is (or should be) publicly available for these kind of systems.
While at first thought it can be surprising that a small fraction of nodes allows to estimate with high precision global emerging properties of a network, one should bear in mind that the method assumes the knowledge of the fitnesses for all nodes. Besides, the effectiveness of the method strongly depends on the accuracy of the fitness model used to calibrate the CM in order to fit the empirical dataset. In the case of WTW and E-mid, the fitness model well describes how links are established across nodes, and our method is thus effective in reconstructing the network properties. Note also that a limitation of this method could arise when considering different topological properties as strong community structure or assortativity, which are hardly reconstructed by both the fitness model and the CM. Possibly, in these situations the method could require a larger initial information to obtain the same results. Investigation of these situations is left for future research. Nevertheless, our method can be applied to any network representing a set of (directed and weighted) dependencies among components in a complex system, and it is thus of general interest in the field of complex networks and statistical physics. This work was supported by the EU project GROWTHCOM (611272), the Italian PNR project CRISIS-Lab, the EU project MULTIPLEX (317532) and the Netherlands Organization for Scientific Research (NWO/OCW). DG acknowledges support from the Dutch Econophysics Foundation (Stichting Econophysics, Leiden, the Netherlands) with funds from beneficiaries of Duyfken Trading Knowledge BV (Amsterdam, the Netherlands).
